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A Legal Analysis of the Impact of Digital Transformation on Crime and
Punishment in Light of Moroccan Legislation
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Abstract:

Like many countries around the world, Morocco has undergone a broad
digital transformation that has profoundlyaftected the traditional structure of crime
and punishment. The digital environment has givenrise to new forms of crime
thattranscend national borders, such as hacking, online fraud, and digital
extortion, creating major challenges for the national criminal justice system.

This paper examines the impact of digital transformation on the
Moroccancriminallegalframework. It analyzes the adequacy of existinglegislation

in addressing cybercrime and reviews the efforts of the Moroccanlegislator to
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modernizecriminal provisions to meet the challenges of the digital era. The article
also explores issues related to digital evidence and criminalliability in cyberspace,
emphasizing the need for a comprehensive digital
criminalpolicythatupholdslegality, justice, and the protection of fundamentalrights
and freedoms.

Keywords: Digital transformation — Cybercrime — Punishment -

Moroccanlegislation — Criminal policy — Digital evidence.
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