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Summary

Balancing the importance of leveraging diverse artificial intelligence
services with the necessity of creating a secure digital environment, and harnessing
technological development as a strategic lever to enhance the cybersecurity system
in the Kingdom of Morocco—especially in light of its efforts to achieve the
objectives of the “Digital Morocco 2025”7 program—requires Moroccan
legislators to exert further efforts to keep pace with technological advancements.

The relationship between artificial intelligence and cybersecurity 1s
dialectical. On one hand, Al represents a powerful strategic ally by fundamentally
transforming defense mechanisms. It enables security systems to shift from
reactive, signature-based detection to contextual and proactive analysis, using
techniques such as machine learning and deep learning to detect anomalies and
emerging, previously unknown threats. Moreover, the intelligent automation of
incident response accelerates the containment of attacks and reduces damage in an
unprecedented manner.

On the other hand, Al carries an existential threat dimension, as malicious
actors can harness the same technologies to develop more intelligent, complex,
and adaptive attacks. Examples include polymorphic malware, highly convincing
phishing attacks using language models, Deepfakes for disinformation purposes,
and the automation of reconnaissance and exploitation processes.

In the Moroccan context, we will attempt to examine the legislative and
institutional frameworks (such as Laws 05-20 and 08-09, and bodies like the
CNDP and ANRT) as solid foundations. However, these frameworks face
challenges inherent to Al technology itself. The most prominent challenges

include legal and ethical issues, such as privacy concerns amid the immense need
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for data, algorithmic bias that may lead to discriminatory practices, and the “black

bl

box” problem, which undermines transparency and complicates legal
accountability for erroneous decisions and outcomes.

Maximizing the benefits of Al as a lever for cybersecurity in Morocco
requires adopting an integrated approach. It is not enough to develop technical
infrastructures alone; this must be accompanied by continuous development of the
legislative framework to address new legal gaps, building specialized human
capacities, and establishing clear policies for Al ethics.

Keywords: Artificial Intelligence, Digital Transformation, Intelligent

Automation, Cyber Threats, Proactivity, Strategic Lever.
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