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Abstract

This study examines the evidentiary value of technical outputs derived from
blockchain analysis in cryptocurrency-related crimes. It aims to determine their
legal status and the requirements governing their admissibility and probative
weight under UAE law. Using an analytical approach, the study reviews relevant
provisions on digital evidence and criminal procedure, alongside legal and
technical literature and selected comparative practices. It finds that tracing the
movement of value does not, by itself, establish attribution to a specific person, as
the blockchain may reveal a transaction and address without identifying the legal
person controlling it. The study also distinguishes between directly verifiable
blockchain data and analytical inferences based on clustering, attribution, and risk
scoring. Their evidentiary weight depends on lawful data acquisition, integrity of
extraction and preservation, chain of custody, methodological reliability, and
reviewability. The study recommends a unified procedural and technical
framework and greater reliance on independent off-chain evidence.

Keywords: Blockchain, cryptocurrency, digital evidence, criminal

attribution, chain of custody, evidentiary value.
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